
Vigilant Solutions 
To Protect Vital Assets and Data

organizations to assess 
internal and external 
threats thoroughly in 
order to protect their 
physical infrastructure 
and information assets. 
Our experts have been 
working in this field 
almost as long as it has 
existed, particularly in 
the highly regulated 
areas of public health 
care, energy, tele-communications and finance 
for state and local governments.

Gain Critical Insights from  
a Proven Methodology
Specifically, MAXIMUS applies a well-established 
Threat & Risk Assessment methodology in a 
phased process, beginning with analysis of 
existing documentation on security strategy, 
initiatives, requirements, methodologies and 
standards. We identify each class of information 
asset within the Asset Inventory and prioritize 
by criticality and sensitivity. 

MAXIMUS identifies potential threats to both 
security and compliance,  giving you customized 
threat profiles and an evaluation of current 
controls. We assess actual risk by calculating the 
likelihood of the threat occurring and the impact 
if a threat agent exploits the vulnerability. We 
then correlate actual risk with your tolerance 
for risk. All this allows us to provide you with 
a detailed Risk Assessment Report, which 
includes a description of risks and associated 
vulnerabilities along with recommended 
mitigation initiatives. The end result is a reliable, 
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Survive & Thrive in a  
High-Threat Environment
Regulatory, audit and compliance requirements 
are proliferating in response to rapidly evolving 
information security threats. Your organization 
may be struggling to handle growing numbers 
of customers and the expanding infrastructure 
required to serve them with new secure 
technology deployments and innovative 
services. Whether it’s compliance or contractual 
requirements driving the need to examine your 
information security management processes, 
you require the assistance of a partner skilled in 
all aspects of Physical & Information Security.

Partner with Experienced 
Professionals
MAXIMUS has a long history of successful 
experience in helping public sector 

Physical & Information Security Services

MAXIMUS Physical & Information Security 
Services address all the principal risk areas 
within the IT area, including:

•	Infrastructure controls

•	IT security policies, processes and standards 

•	Organizational and physical facility security 

•	Asset classification and control 

•	Application testing

•	External penetration testing

•	Internal control testing

•	Communications and operations management

•	Access control architectures and technologies

•	Coordination with Independent Verification  
& Validation
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high-level road map enabling your organization 
to build and deploy an Information Security 
Program that addresses process deficiencies 
and gaps, and includes detailed metrics to 
enable ongoing performance measurement in 
support of continuous improvement.

Security Assessment Based  
on Secure Methods
The Threat & Risk Assessment methodology 
MAXIMUS applies is reliable and has been 
tested in practice with notable success across a 
wide range of government enterprises. Clients 
can take confidence in the fact that it is based 
on well known risk management frameworks 
and processes that are compliant with ISO 
17799:2005, the NIST Risk Management Guide 
for IT Systems, COBIT and OCTAVE. The 
MAXIMUS Security Assessment professionals 
who partner with you to implement this proven 
methodology work in close collaboration 
with your in-house staff. We never offer pre-
packaged solutions because each client and 
each project is unique.

Choose a Reliable Partner  
with a Personal Approach
In choosing MAXIMUS, you get all the reliability 
of a large, financially stable company delivered 
by small, focused teams of professionals. 
Our more than three decades of experience 
nationwide and worldwide has given MAXIMUS 
a global perspective, knowledge leadership, 
best practices and a “deep bench” of subject 

matter experts and disciplined project 
managers. Facing an environment of rapidly 
evolving information security threats and 
expanding IT security regulations, you can have 
confidence in your choice of MAXIMUS as a 
trusted Physical & Information Security partner.

One Focus, One Source

MAXIMUS has maintained a single focus on  
government service since 1975. It is our  
sole purpose, and we are passionate about 
being the premier provider in our field. Our 
dedicated professionals help government 
agencies provide essential human services 
to children, adults and families in need. We 
combine 35 years of health and human services 
program experience with innovative thinking 
and a caring attitude of partnership and 
shared goals. Every process, procedure and 
project we undertake is empowered with deep 
subject matter expertise focused on delivering 
high-quality cost-effective solutions that help 
government agencies fulfill their missions. We 
invite you to contact MAXIMUS to discuss how 
our comprehensive range of health and human 
services capabilities can support your needs.

We provide a detailed map 
to guide clients to a reliable 
Information Security Program.

Success in Action

The MAXIMUS security and audit team was approached 
to identify the risks related to implementation of 
technical and security controls an organization’s IT 
program. The results of the audit revealed problems 
not only with the integrated technologies, but also with 
the associated procedures. Instead of recommending 
quick-fix patches, MAXIMUS experts recognized the 
opportunity to assist the client by providing solutions 
that went deeper and solved more than just the 
immediate problems. The MAXIMUS solution addressed 
the policies and procedures needed to maintain the 
long-term security posture of the organization.
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